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Transport is committed to providing a safe and secure transport
environment, contributing to a secure transport network that will make
NSW a better place to live, work and visit.

Transport Security Policy is based on the following principles:

Holistic, integrated, coordinated and multimodal security approach are the core
elements towards the information, personnel and physical security at Transport.

Protection of our customers, people, information, assets, infrastructure, finances
and reputation from security risks is Transport’s priority.

A positive security culture is essential to ensure that everyone within Transport is
aware of their security responsibilities and obligations

To achieve this, Transport is committed to the following protective security outcomes:

Security planning and risk
assessment: Transport is
committed to taking a risk-
based and data-driven approach
to security to focus our efforts
on emerging and credible
threats to our customers,
people, information and assets.

Security governance for
contractors: Security
arrangements must be in
place with contractors of
goods and services to ensure
that they support an
appropriate level of security
to all Transport standards.

Information security: Access
to and protection of sensitive
and classified information must
be managed appropriately.

Personnel security: Ensure that
there is ongoing assessment and
management of Transport staff
in Designhated Security Assessed
Positions (DSAPSs) to ensure their
eligibility and suitability to hold
an appropriate level of security
clearance.
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Physical security: Controls
and treatments must be
applied in accordance with
relevant Standards and
industry best practices.

International travel: Ensure
that staff’s safety and security
is supported and such risks are
managed when staff engage in
international travel for
Transport business.

Critical infrastructure: Identify
and protect critical
infrastructure and ensure
resilience throughout its
lifecycle.

Security reporting data and
analysis: Report, assess and
communicate incidents and
trends to support evidence-
based decision-making and
executive awareness and
reporting.

Education and training:
Collaborate, develop, deliver
and evaluate security
exercises, education and
training to build capability and
resilience.

Note: If printed, this may not be the latest version. Check the TFNSW intranet for the current version.
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This policy applies to staff performing work for the following:

e Transport for NSW

e Department of Transport

e Sydney Trains

e NSW Trains

e The Point to Point Transport Commissioner

‘Staff’ includes all permanent, temporary and casual staff, staff seconded from
another organisation and contingent workers including labour hire, professional
services contractors and consultants.

This policy is to be read in conjunction with the Transport Security Strategy.

Rob Sharp, Secretary
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